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Abstract

This paper considers the interoperability and information sharing between health
care providers. It proposes a distributed Peer-to-Peer (P2P) based framework that
enables health operators of different hospitals to share and aggregate clinical in-
formation about patients and therapy effects. Patient records are mapped into a
simple XML-based meta-Electronic Patient Record (meta-EPR). The meta-EPR
is not a standard EPR proposal, but it is a lightweight data structure defined
to contain relevant and aggregate information extracted from the different EPRs
adopted by each hospital. Hospital operators formulate queries against meta-EPR
schema; queries are then distributed to the connected hospitals hosting meta- EPR
instances, through a P2P infrastructure. The presented framework has been fully
implemented in a system called SIGMCC, which offers an Application Program-
ming Interface (API) for query formulation, data loading and updating. As a case
study, an application of the proposed meta-EPR to the cancer medical domain has
been developed. Finally, SIGMCC implements a view mechanism to allow personal
(patient) information protection against unauthorized users.
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1 Introduction

The Electronic Patient Record (EPR) has become an essential tool for access-
ing in an efficient manner information regarding patient health history and
personal data, required by administration, medical doctors and researchers.
The EPR contains data of different types, from alphanumerical ones to im-
ages, notes and data produced by instruments, e.g., for biochemical analysis.
Of particular interest is data regarding patient health history and treatments,
e.g., allergy or required drugs. Recent efforts for defining standard guidelines
for EPR compilation, electronic representation, and accessing control [1,2]
have been guided by the importance of tracing any information about history
of patient, but also by the necessity of monitoring expenses supported by local
and central governments. Indeed, an EPR contains data about the various hos-
pitals the patient visited, the family genetic pathologies, clinical treatments,
but also personal information regarding incomes necessary for bills. Moreover,
EPR stores information about treatments and response to drug types, that can
also be used by researchers to derive information on clinical effects (outcome
research).

Large volume of information can be stored on each EPR, but as for any large
data container, efficient access methods and protocols are required to allow
medical doctors to access and read data in an efficient manner. Data ag-
gregation mechanisms are also necessary to provide general information about
therapy efficiency, or to obtain indicators about clinical improvements. Indeed,
decisions in health care often need to be taken by integrating and comparing
data coming from multiple data sources. For instance, information may be
found in different data repositories such as family doctors records, hospitals
databases, and the national health system repository, each one using its own
data structures. Moreover, single patient records may be stored by using dif-
ferent identifiers in the different data sources.

Currently, EPRs are organized in a stand-alone way and decisions in a health
center are taken by using only local data, resulting in incomplete information.
To enable effective decision-making, clinical and administration units need to
access distributed data, and have to deal with schema heterogeneity, and access
policies. Heterogeneity can be faced by using a mediator-based approach as in
[4], where a mediator defines a global schema, and queries against the global
schema are mapped to queries defined on the local data. A problem with this
approach is the global-to-local schema mappings.

Recently, the use of XML [26] as a standard language for data exchange has
been proposed for EPR sharing. Health Level 7 (HL7) is an organization which
develops extendible standards for structured health care information to sup-
port patient care and information exchange [12]. The HL7 Clinical Document



Architecture (CDA), Release 2, is an ANSI standard (code name ANSI/HL7
CDA, R2-2005) released on April 2005 . The CDA Release 2.0 provides an ex-
change model for clinical documents. CDA documents are based on XML, the
HL7 Reference Information Model (RIM) and coded vocabularies, and they
can be displayed using XML-aware Web browsers.

Decentralized and Peer-to-Peer (P2P) approaches have been recently proposed
for data access and integration [1] for XML-based EPRs. P2P systems are
largely used to share information among distributed data sources. Indeed, each
data source is managed by a peer node that maintains its own autonomy and
shares resources with other nodes, using Internet for communication. Never-
theless, sharing and accessing remote data requires that each peer must know
the data model used by the others. The problem in using a P2P framework
for sharing EPRs is that no EPR standard has been yet adopted.

This paper proposes a hybrid P2P architecture allowing different health cen-
ters (hospitals) and operators to share information about patient records. Due
to the lack of common EPR structure, we propose to collect representative
data extracted from the different EPRs adopted by each hospital into an
XML-based data structure named meta-EPR. The meta-EPR is not a novel
EPR but a container that allows to collect in a simple way clinical informa-
tion stored into local EPRs. Examples of such information are clinical data,
therapy outcomes, number of patients cured for a specific disease (e.g., lung
cancer). Meta-EPRs are obtained by extracting data from local EPRs using
extraction rules. For instance, Fig. 1 reports a set of meta-EPRs obtained by
extracting data from a set of different patient records. Meta-EPRs are popu-
lated by using wrapper modules (defined in [22]) which use logical disjunctive
rules to extract data from EPRs.
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Fig. 1. An Example of EPRs mapped into a meta-EPR



Meta-EPRs are shared among health structures through a P2P infrastruc-
ture based on a super-peer architecture. In such an architecture each health
structure provides one super-peer and one or more regular peers (e.g., one
peer for each department or operator). Each super-peer hosts an XML na-
tive database, a Berkeley DB instance [23], containing the meta-EPRs of the
health structure, while peer applications are used by medical doctors to submit
queries against local or remote meta-EPRs. Queries are formulated on a peer
and evaluated by its reference super-peer. The super-peer is then in charge of
collecting local data and distributing the query across the other super-peers.
Moreover, each database implements a view mechanism for securing data ac-
cess. Indeed, queries coming from remote peers (i.e., remote databases) may
select only anonymous information about therapy and clinical data, but none
private information about patients may be treated by unauthorized users. In
the proposed, simple security model, only local users of an hospital may ac-
cess private data of local patients. The proposed framework has been fully
implemented in a system prototype named SIGMCC, that has been tested
at regional scale, proving an efficient and secure access to meta-EPRs. More-
over, the system includes administration functions for managing the addition
of new meta-EPRs and updating existing ones with new data, improving the
Berkeley database update function. Thanks to the P2P philosophy, the system
scales with number of served hospitals. Finally, a preliminary beta version of
SIGMCC has been presented at [7]. The contribution of this paper consists
in defining a new and more realistic meta-EPR, the definition of update and
security management modules, and the implementation of a new interface able
to capture different EPR schema variations among super-peers.

The rest of the paper is organized as follows. Section 2 discusses related work.
Section 3 describes the proposed meta-EPR and patient record data mod-
eling and management. The section presents also the view mechanism used
for privacy management. Section 4 describes the P2P infrastructure and com-
munication strategy among health centers. Section 5 presents the SIGMCC
prototype architecture and its implementation, while Section 6 reports the ap-
plication experiences of SIGMCC as framework for health center cooperation.
Finally, Section 7 concludes the paper.

2 Related Work

The American Health Level 7 (HL7) organization has proposed the Clinical
Document Architecture as a standard for the exchange, management and in-
tegration of electronic health care information [12]. Such standard has been
widely adopted by the American health providers. Software houses providing
health information systems have developed electronic patient records that have
been using especially by USA health providers. Patients may move through dif-



ferent hospitals by carrying on their electronic patient records, and databases
may be shared among hospitals with appropriate access grants, to allow: (i)
simple construction of patient’s clinical history, and (ii) finding of relations
(e.g. association rules) between diagnosis and therapy for studying new ther-
apy protocols.

Following such an approach, the European Technical Normalization Commit-
tee, operating in 19 European member states, is trying to impose a preemi-
nent health care information technology standard in Europe (CEN/TC 251)
[8]. Nevertheless, no standard has been adopted by governments, leaving to
health providers the choice of their own EPR management system. This is
also due to the absence of legal value of the electronic information: in many
countries legal valid EPRs have to be still paper format. On the other hand,
the commonly adopted Digital Imaging and Communications in Medicine (DI-
COM) format is largely adopted for distributing and viewing medical image
regardless of the origin instrument [19]. DICOM has been developed by a joint
committee formed by the American College of Radiology (ACR) and the Na-
tional Electrical Manufacturers Association (NEMA). Tt is developed in liaison
with other Standardization Organizations including CEN/TC 251 in Europe
and JIRA in Japan, with review also by other organizations including IEEE,
HL7 and ANSI in the USA. Usually EPRs refer to images stored in separate
specialized archiving systems by using DICOM.

This paper does not propose any new format, but it addresses the problem of
managing different EPR formats by using the widely adopted standard model
for data exchange, i.e. XML [26]. In our approach, EPR data is thus mapped
into an XML document that is shared among peer nodes. The mapping be-
tween EPR data and meta-EPR field is obtained by specialized wrappers that
are designed in a semi-autometic way.

Recently, XML-based EPRs have been proposed for data sharing among hos-
pitals. For instance, [2] proposes a system that allows for querying XML data
in a P2P environment. The user is able to add new XML data in the P2P
environment and efficiently querying them by adding semantics to the docu-
ment. The proposed meta-EPR shares common structure XML data, so that
semantics is well known to the peer nodes. Similarly, [6] treats the problem
of managing general purpose XML resources in a P2P environment. In [1]
authors deal with the problem of managing privacy and data protection using
XML Encryption [28] and XML Signature [29]. Differently by the cited works,
the here proposed meta-EPR represents only reduced and (medical judged)
relevant information to share.

Another XML-based EPRs for record exchange is proposed by the Synapses
project [17]. The heart is the Federated Healthcare Record (FHCR) server
which accepts requests for data (in the form of clinical objects) from clients,



decomposes them into queries against the connected “feeder” systems (where
data is actually stored), and integrates the responses dynamically. The results
of the Synapses project are the basis for the Healthcare Information Systems
Architecture (HISA) [11]. This is yet another proposal of defining a commonly
adopted data structure. The problem encountered during this project is that
often operators need access to aggregate data in a simple way and in a dis-
tributed environment. The here presented framework showed that in case of
oncology EPRs (used as data sets for our early experiments [20]), the meta-
EPR structure and the P2P infrastructure are good candidates for simple
data accessing and visualization for decision support systems and outcomes
validations.

The use of ad hoc distributed infrastructures for managing and sharing medical
information has been recently explored by some Grid-based projects such as
Mammogrid [15] and ICGrid [16]. The goal of Mammogrid is to develop a
European-wide database of mammograms that will be used to investigate a
set of important healthcare applications, as well as to support effective co-
working between healthcare professionals throughout the European Union.
The ICGrid’s aim is to create a distributed environment that enables the
integration, correlation and retrieval of clinically interesting episodes across
intensive care units.

Recently, the use of P2P platforms for sharing clinical information has been
proposed. In [5], a P2P system that enables a community of radiologists to
share radiological images and their associated diagnoses is presented. The use
of P2P in such system allows to overcome one of the main limitations of
centralized approaches, that is, the fact that data being shared can grow so
much to make storing all the information on a single machine inefficient or
infeasible. From an architectural point of view the main difference with our
framework is that we adopt a super-peer model for the P2P infrastructure.
The use of the super-peer architecture allows to achieve better scalability in
real scenarios, where a large number of health structures are involved on a
national or international scale.

Security data management for guaranteeing secure access to XML data has
been studied and many approaches have been defined. The problem with
XML is that control is based on rules that are defined on the server that
hosts database, while due to the nature of XML the desiderata is that privacy
management rules are defined in the XML document itself. There have been
several proposals of XML access control methods such as [18], [10], while the
W3C consortium has been defining an element encryption recommendation
document for XML elements, allowing to encrypt only portion of the XML
document [24], but the problem is still a discussion topic. SIGMCC imple-
ments an ad hoc filtering module allowing data server to send personal data
(i.e. data protected by privacy laws) only to authorized clients, that are user



belonging to the the same health structure. In the P2P environment, the mes-
sages are passed as query answers to a peer sender. Nevertheless, the current
version does not protect data from data interceptor, but this is acceptable due
to the fact that only non-personal clinical data are distributed among hospital
through the Internet.

SIGMCC also implements a module for updating XML documents that is able
to add new subtree structure to XML documents in the Berkeley DB instance.
XML document updating has been studied in [25], where update functions
have been defined and integrated in XQuery [27] for an XML management
system based on relational database. Such a problem has to be considered
when using native XML databases that, although may support simple updat-
ing procedures, do not yet provide updating of portions of XML documents.
In the here proposed framework, updates has to be performed on views [3],
analyzing the meta-EPRs and identifying subtrees that have to be updated.

3 Modeling and Sharing EPR Data

The proposed framework is the result of a research project whose goal was
sharing and accessing information stored in hospitals distributed in a geo-
graphical area [20]. The actors and users of the proposed framework are: (i)
health providers; (ii) health care administrations managing funds for hospitals;
and (iii) operators dealing with data in each structure. Health providers com-
prise hospitals, university medical centers, private health centers. The health
administrations are orthogonal to the health providers and require indicators
for rapidly monitoring expenses and efficiency of the health providers. Op-
erators comprise medical doctors, nurses, medical researchers, administration
operators.

The main problem for achieving the above discussed functionalities was data
schema heterogeneity. This problem is addressed by the proposed meta-EPR,
which contains few (but meaningful) information extracted from hospital and
department repositories. The meta-EPR is authored having in mind the anal-
ysis goals and by considering the data fields available in local EPRs. After
designing the meta-EPR schema, relevant EPR fields are mapped onto meta-
EPR data and proper wrappers are generated (e.g. SQL-based wrappers for
relational EPRs, or document-based wrappers for text EPRs). Data distribu-
tion and sharing are supported by using the P2P infrastructure described in
Section 4. As an example, Fig. 2 reports the case of a medical doctor searching
for 40 years old patients affected by lung cancer and cured with therapy pro-
tocol pl. The framework allows to define queries on a common data schema
similarly to [3], and to retrieve information from local and remote hospital
repositories. An application example of such a framework could be studying



therapy protocols effects on patients across several hospitals and having dif-

ferent clinical histories.
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Fig. 2. An Example of Query Flow: an operator on peer2 issues the query ql, the
local super-peer queries the local meta-EPR, sends ql to others super-peers and
collects results through the P2P infrastructure.

3.1 The Meta-EPR

The meta-EPR is a simplified patient record, able to contain relevant infor-
mation extracted from real EPRs. The meta-EPR data model, defined using
the XML language, contains both personal and clinical information. Personal
information includes: Name, Surname, Date of birth, Sex, Date of (possible)
death. Clinical information contains Diagnosis, Year of the diagnosis, Phase
of disease and Therapies. The meta-EPR also contains (not mandatory) in-
formation on the particular domain of analysis. For example, information on
family clinical history, used therapy, cancer progression time, and notes are in-
cluded for the cancer domain. Currently, the meta-EPR is built in two steps:
the meta-EPR schema is first defined taking into account generic and disease-
specific information, then the relevant fields of each real EPR are identified
and mapped on meta-EPR fields. In this phase some typical problems (e.g.
synonyms) related to schema mapping need to be faced.

The meta-EPR data structure aims to simplify data accessing and sharing
among clinical departments, where similar cases have been treated and re-
sult therapies have been collected, with progression/regression healthy results.
Accessing to similar cases is useful for designing appropriate therapies. The
medical domain here considered is related to cancer disease. The meta-EPR
has been designed considering cooperation among oncology departments, and
has been guided by using their requirements. Nevertheless, such meta-EPR
can be used for any department with appropriate changing. In the following
the proposed XML schema of the meta-EPR is reported.



<?xml version="1.0" encoding="UTF-8" 7>
<xs:schema targetNamespace="MEPR" ...>
<xs:element name="MEPR">
<xs:annotation>
<xs:documentation>attribute name="IdHospital" attribute
name="DateOfSource"</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:sequence>
<xs:element name="PersonalData'">
<xs:complexType>
<xs:sequence>
<xs:element name="Surname" type="xs:string" />
<xs:element name="Name" type="xs:string" />
<xs:element name="Sex">
<xs:simpleType>

<xs:pattern value="[MmFf]" />

</xs:element>
<xs:element name="DateOfBirth" type="xs:date" />

<xs:éiément name="FiscalCode">

<xs:éiément name="ResidentialData">

<xs:éiément name="ClinicalData">

<xs:éiément name="Diagnosis" maxOccurs="unbounded">

<xs:restriction base="xs:string">
<xs:pattern value="[1234]"/>

<xs:element name="Mutation" type="xs:string" minOccurs="0"/>

<xs:element name="TimeToTheProgression" ...minOccurs="0"/>
<xs:element name="Metastasis" type="xs:string" minOccurs="0"/>

</xs:complexType>

</xs:element>

<xs:element name="PerformanceStatus" type="xs:string"/>
<xs:element name="LifeQuality" type="xs:string" minOccurs="0"/>
<xs:element name="ConcomitantPathologies" ... minOccurs="0" />
<xs:element name="Allergies" type="xs:string" minOccurs="0" />
<xs:element name="FamilialAnamnesis" minOccurs="0">

</xs:element>
</xs:sequence>
<xs:attribute name="IdHospital" type="xs:string" use="required" />
<xs:attribute name="DateOfSource" type="xs:date" use="required" />
</xs:complexType>
</xs:element>
</xs:schema>

Fig. 3. General schema of the meta-EPR for the cancer domain.

The proposed schema is in charge of hosting few but significant clinical data, to
simplify the access to relevant information spread on different hospitals and
for having rapid and efficient access to treatments, patients and therapies.
Accessing and retrieving data coming from different hospitals, requires a data
structure commonly adopted by different hospitals. Nevertheless, there is no
commonly adopted solutions into hospitals thus that, the meta-EPR wants
to cover the heterogeneity gap allowing users to formulate queries without
worrying about different schemas. The XML language allows to support the



problem of taking in charge the possibility of finding possibly incomplete data
in some hospital patient records. The XML-based meta-EPR instances allow
to accept incomplete information where necessary, and, at the same time, offers
a scalable solution in case of adding or removal of information. Any hospital
has to associate to each patient record a meta-EPR instance. In the following
we report an example of meta-EPR instances extracted from the oncology
department of the University of Catanzaro Medical School [21] (name and
surname do not indicate any real person for privacy reasons), used to populate
the prototype database.

<?xml version="1.0" encoding="UTF-8" standalone="yes" 7>

<MEPR xmlns="MEPR" ... xsi:schemaLocation="MEPR MEPR.xsd"
IdHospital="Catanzaro Hospital" DateOfSource="2006-02-01">
<PersonalData>

<Surname>Rossi</Surname>

<Name>Paolo</Name>

<Sex>m</Sex>

<Date0fBirth>1954-02-02</Date0fBirth>
<PlaceOfBirth />

<Nationality />
<FiscalCode>rsspl54021cm1234</FiscalCode>
</PersonalData>

<ResidentialData>

</ResidentialData>
<ClinicalData>
<Diagnosis Date="Feb 2002">
<IstologicaDiagnosis>
<Name>cancer pulmonary </Name>
<Type>cancer type 1</Type>
<Code />
<Stadium>3</Stadium>
</IstologicaDiagnosis>
<TimeToTheProgression>7 months</TimeToTheProgression>
<Metastasis>stomach </Metastasis>
<Therapy>
<Treatment>gemeitabin </Treatment>
<Results />
</Therapy>
<Relapse />
</Diagnosis>
<Diagnosis Date="Gen 2004">

</Diagnosis>
<PerformanceStatus>3-4</PerformanceStatus>
<LifeQuality />
<ConcomitantPathologies>...</ConcomitantPathologies>
<Allergies>...</Allergies>
<FamilialAnamnesis>
<Diagnosis>
<Relative>grand father</Relative>
<Name>cancer</Name>
<Code />
</Diagnosis>
</FamilialAnamnesis>
<Date0fDeath>2005-12-12</Date0fDeath>
</ClinicalData>
</MEPR>

Fig. 4. Example of meta-EPR instance for the cancer domain.

The meta-EPR defined above allows to support several instances of diagno-
sis for a patient, allowing to store historical information on treatments and
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hilliness in an aggregate form, and using a single XML document. Meta-EPR
instances may be queried for retrieving information that can be used for study-
ing and mining clinical information. The meta-EPR reported here has been
defined for oncology departments where obtaining relevant and representative
information about clinical treatments and results, in a simple and representa-
tive way, is very important for defining therapy strategies.

3.2 Data Management

Meta-EPRs instances do not replace EPRs, but require their existence and
their organization in electronic repositories. With the cooperative work as a
target in mind, the meta-EPR instances are created by wrapping data from
patient records of each hospital. Thus each health department that wants to
participate to a cooperative net based on meta-EPR sharing, has to use a data
wrapper that, knowing the local data organization, extracts information and
maps them into meta-EPR instances. Thus, meta-EPRs are produced as XML
instances, and are stored into a native XML database.

We have chosen the BerkeleyDB [23] native XML database, a research product
freely available!. It supports the XQuery language and provides a set of basic
functions for managing data. Each health structure that wants to share health
information has to present a BerkeleyDB instance. For instance, in Fig. 5 two
different wrappers extract EPR information from the oncology departments
DEPT D1 and DEPT D2 local repositories. The wrappers take in charge of
the different data organizations. Both wrappers export data in meta-EPR in-
stances and they are loaded into the BerkeleyDB instance hosted into the
hospital. Due to the lack of EPR standard, each EPR repository may present
its own logical schema and data format (e.g., relational data, text documents,
etc.), thus requiring ad-hoc wrapper modules to extract data. For the here pre-
sented framework, wrappers are defined by using a disjunctive logic program
module, defined in [22]. Such a module allows the semiautomatic wrapping of
documents and is not described in this paper.

The representation of patient records in the meta-EPR requires a up to date
maintaining phase that takes in charge updates in the hospital patient records.
XML documents representing meta-EPRs have to be updated with respect to
the repository updates. We consider only insertion of new information into
the meta-EPRs repository. One of the following cases is possible:

e a patient record is inserted into the hospital (or department) database and
it refers to a patient that has never been hosted by the health structure. In

L At the time of submission, the company producing BerkeleyDB has been acquired
by Oracle, but it is still an Open Source project

11



Berkeley DB
instance

Meta-EPRs
instances

/ Wrapper w2
h

Wrapper wi

EPRs as EPRs as
documen tables

R O

DB DEPT D1 DB DEPT D2

Fig. 5. Extracting information from two different EPR databases by using special-
ized wrappers

this case, a new meta-EPR has to be created and inserted in the BerkeleyDB
instance.

e a patient record is inserted into the hospital (or department) and a meta-
EPR instance relative to such a patient (and its personal data) is already
present into the XML database instance. In this case, new clinical data has
to be inserted into the existent meta-EPR that needs to be modified and
enriched with new information.

The first case is simple and the insertion operation is easily supported by
the BerkeleyDB module. The latter is not supported as update function in
the BerkeleyDB due to the fact that only part of an existent XML document
has to be modified. A simple update module has been defined to manage the
update function, to take in charge new patient records.

Finally, schema updating is managed by single BerkeleyDB administrator. By
the way, schema updating is only limited to adding information to the meta-

EPRs, to guarantee that meta-EPRs instances are still valid with respect to
the new schema and queries coming from remote users can still be supported.

3.3  Querying and Security

The BerkeleyDB supports XQuery [27] queries formulated on XML document
paths. Queries may be formulated against the meta-EPR schema associating

12



search parameters to the attribute values. Knowing the XML schema, search
parameters are defined as search condition on element nodes. In a tree docu-
ment representation, as the one showed in Fig. 6, an operator may formulate
a query to find information contained in the meta-EPRs, as for instance, find
patients cured with protocol P1 and affected by lung cancer. This will avoid user
to query the whole patient records and allows to collect data from different
hospitals. Since meta-EPRs databases are shared among different hospitals, a
doctor may be able in finding information from local and remote databases,
avoiding reading many (and often heterogeneous) patient record instances
adopted in different hospitals (or in different department). The operator in-
terested in collecting aggregate information from remote EPRs may thus col-
lect data rapidly into a uniform data schema, enabling the implementation of
clinical decision support systems. Note that meta-EPRs allow a cooperation
among departments that use (even quite) different EPR structures belonging
to the same hospital. Query results are presented as a stream of XML docu-
ments, i.e. copies of meta-EPRs that satisfy search constraints. Aggregation
functions may be performed directly on the XML document stream.

meta-EPR
Personal Data Clinical Data
Surname name sex /\
Diagnosis Diagnosis
/\ Therapy «p1»
Istological Anamnesis “lung Cancer”

Fig. 6. Query Defined on Meta-EPR

For instance, the query defined on the meta-EPR schema reported in Fig. 6
searches for patients affected by lung cancer and cured with protocol P1.

While querying meta patient records, we have to take into account that meta-
EPRs may contain sensitive private data, i.e. data that refers to personal
information that can be accessed and manipulated only by authorized opera-
tors. We implemented a simple access control method that is based on a view
mechanism defined on server side, i.e. on the machine hosting the meta-EPR
database. When query results must be returned to non-authorized operators,
as for instance in case of (remote) queries coming from different structures,
the query tree results are yet generated as XML documents conforming to the
meta-EPR XML schema, but they have empty values for personal data fields.
Fig. 7 shows how data results are presented and filtered of personal data.

Currently, there is a lot of interest for securing XML data by using cryptog-

raphy. We avoid to send personal information through users. However, the
proposed module may always be updated with criptography module if it is

13



required to dispacth messages containing personal information.

meta-EPR
Personal Data Clinical Data
Surname name sex
| | |
XXXX XXXX XXXX
Diagnosis Diagnosis Diagnosis
/\ I
Therapy “P1”
Istological Anamnesis “lung Cancer”

Fig. 7. Results on Meta-EPR instances, with Personal data Filtering

4 Peer-To-Peer Infrastructure

The P2P infrastructure adopted as the cooperation framework of this system
is based on a super-peer architecture. Super-peer networks include two kinds
of nodes: super-peers and peers. A super-peer node acts as a centralized server
for a number of regular peers, while super-peers connect to each other to
form an overlay network that exploits P2P mechanisms at a higher level. In
the following, architecture, implementation, and functioning of the such an
infrastructure are described.

4.1 Architecture

Fig. 8 shows the architecture of the P2P infrastructure.

From an administrative point of view, the system is composed of a set of
autonomous health structures, each one including an arbitrary number of hos-
pitals and operators. According to the super-peer approach, two kinds of ap-
plications are defined in this scenario:

e A peer is an application through which health operators can search and
query the clinical data shared among the participant structures.

o A super-peer is an application that supports the operations of a group of
peers, also through the interaction with other super-peers in the network.

Within each hospital one or more peer applications can be executed. For in-
stance, peer applications can be installed on all the machines used by opera-
tors. On the contrary, there is exactly one super-peer application per health
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Fig. 8. Architecture of the P2P infrastructure

structure. Since the super-peer acts as server for a set of peers, it must be in-
stalled on a machine satisfying appropriate requirements in terms of reliability,
availability and efficiency.

As shown in Fig. 8, each peer can communicate only with a reference super-
peer, while super-peers communicate among them in a P2P fashion through
the Internet. Each super-peer also hosts the XML database containing data
visible and accessible to the other health structures in the system.

4.2 Implementation

The peer application is composed of two software modules: User Interface, that
manages the interaction with the local user, and Communication Manager,
which is responsible for managing the communication with the local super-
peer, including search/response and connection/disconnection messages.

Similarly, the super-peer application includes two components: Communica-
tion Manager and Data Manager. The Communication Manager manages the
communication with the other super-peers and the set of local peers it is re-
sponsible for. The Data Manager is in charge of accessing and querying the
local XML database.

Communications among peer and super-peer applications are implemented
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using the JXTA framework [9]. JXTA provides a set of XML-based protocols
that allow computers and other devices to communicate and collaborate in a
P2P fashion. A key concept in JXTA is that of peer group. Basically, a peer
group is a collection of peers that have a common set of interests.

The peer group concept has been used to create different levels of aggregations
among peers and super-peers. A local peer group includes all the nodes (peers
and super-peer) in a given health structure. This group provides mechanisms
for discovering the active nodes within the health structure and for supporting
communication between peer nodes and the local super-peer.

Since peers of different hospitals belong to different local peer groups, they
cannot directly communicate among them. To allow the sharing of meta-EPRs
among different structures, a second level of aggregation, defined as super-peer
group, has been introduced. This group includes all the super-peers in the
network, and provides mechanisms for discovering the active super-peers and
sending search /response messages among them.

4.3 Search mechanism

Searching data of interest using the P2P infrastructure is a multi-step task.
In particular, the following steps are executed when a health operator wants
to perform a distributed search over this infrastructure:

(1) The health operator specifies the search parameters and submits the re-
quest using his/her peer application.

(2) The peer application submits the search request to the local super-peer.

(3) The local super-peer performs the search query on its database and for-
wards the request to the remote super-peers in a peer-to-peer fashion.

(4) The remote super-peers perform the search queries on their databases
and return back the results to the local super-peer.

(5) The local super-peer returns local and remote results to the peer appli-
cation, which then presents the results to the operator.

As mentioned before, the User Interface of the peer application manages the
interaction with the local user, allowing to formulate queries, submit requests,
and visualizes results. Details about this interface and its use are given in
Section 5.
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4.4 Scalability remarks

Super-peer networks have been originally proposed to achieve a balance be-
tween the inherent efficiency of centralized search, and the autonomy, load
balancing and fault-tolerant features offered by distributed search. Currently,
the super-peer model is adopted by a number of widely-used P2P file sharing
systems and protocols, such as KaZaA [14] and Gnutella [13].

Several studies have been conducted to evaluate the scalability of the super-
peer model. For instance, in [30] the performances of super-peer networks
are evaluated, and rules of thumb are given for an efficient design of such
networks. This study demonstrates that super-peer architectures enhance the
performance of search operations with respect to flat P2P networks, limiting
in a significant way bandwidth consumption and processing load.

Since in a super-peer network communications take place only among super-
peers (whose number is proportional to the number of organizations), this kind
of architecture is the most appropriate to ensure extensibility and scalability
in our system both at a national and international level. Another important
benefit arising from the super-peer architecture is the autonomy of the single
health structures. This is achieved because clinical data is managed only in
local databases, and - at the same time - each health structure can set up an
arbitrary number of local peers without requiring global coordination.

5 SIGMCC System Architecture and Prototype

The described system has been fully implemented [20] and has been tested
with regional hospitals each one hosting meta-EPR and a super-peer node. The
typical organizational structure of an health center, which comprises different
departments and possibly different EPRs, is reflected in the architecture of
SIGMCC. As is explained below, a peer represents a department or a user,
while a super-peer represents the entire health center and its connection to
the others centers.

The SIGMCC architecture comprises the following components:

e EPR wrappers, which extract data from EPRs belonging to an health center
and feed the meta-EPR managed by a super-peer;

e meta-EPR, it collects relevant data managed by EPRs local to an health
centers, and can be queried by the super-peers;

e super-peer nodes, which host the meta-EPR of an health center and support
local /remote querying, query forwarding and result collection;
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e peer nodes, which offers a Graphical User Interface through which the user
is able to issue queries and to analyze results.

Both super-peers and peers communicate using the P2P infrastructure de-
scribed in the previous section, by using a JXTA-API module.

5.1 EPR Wrapper

Each health center usually hosts a set of EPRs (e.g. departmental EPRs): an
EPR wrapper module extracts relevant data from EPRs and copies them into
the meta-EPR that is managed by the hospital super-peer. In case of relational
EPR, the wrapper is similar to an ETL (Extract, Transform, Load) dataware-
house tool, while in the case of text-based EPR, the wrapper has to select
specific portions of the text and map them into the meta-EPR (see Fig. 5.
We currently use the approach described in [22]. A more simple solution could
be used if EPRs are developed by using the XML-based Clinical Document
Architecture [12].

5.2 Super-Peer Node

The super-peer node (see Fig. 9) contains: the XML meta-EPR repository,
the JXTA-based module implementing the P2P mechanisms, and a Query-
ing/Updating APT bridging the database with the JXTA module, and imple-
menting both data loading, for populating the BerkeleyDB instance, and data
querying, for answering queryies coming from the local or remote peers. The
Querying/Updating API, together with the Wrapper module, implements the
update philosophy described in the Section 3.2 and allows to maintain up-
dated the BerkeleyDB instance with respect to inserted patient records in the
hospital repository. Moreover, the architecture implements secure module for
identifying the user that wants to access to data, filtering out subtree of the
meta-EPRs obtained by implementing a query, that cannot be sent to the
user.

The super-peer repository is an instance of the BerkeleyDB [23] used to store
the XML meta-EPRs. The Querying/Updating module is in charge of manag-
ing queries received from peers located in the same local network of the super-
peer and/or from remote super-peers. Such module uses the open source API
provided with BerkeleyDB. It is thus possible to load meta-EPRs and to for-
mulate XQueries [27] against the database. Each super-peer may access both
the local network for managing local peers, and the Internet for distributing
queries formulated by some of its peers to the other super-peer nodes, and
also to answer remote queries. Query management is provided by the API
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(see left part of Fig. 9), while P2P communications are provided by using the
JXTA-based framework.

5.8 Peer Node

The querying functionality is offered to the user through a Graphical User
Interface (GUI) installed on the peer node. The peer node also contains a

JXTA-based module (JXTA API) that provides connection to the local area
network and manages communication with the local super-peer.

The GUI allows to formulate queries, either using a query-by-example like
structure, or by using an XQuery expression. In the first case the system is in
charge of translating the query in an XQuery expression. The query is sent to
the local super-peer that is in charge of formulating it to the local database
and to dispatch it through the Internet to the other super-peers. For instance
Fig. 10 reports the formulation of a query looking for patients affected by
lung cancer, using the graphical interface. The GUI supports also wild card
for composing queries, while experts may use XQuery expressions.

Results are obtained as (portions of) XML documents, and the GUI represents
them reporting the name of the remote or local hospitals (i.e. super-peer) with
the associated query (e.g. q1). Fig. 11 reports the results obtained from two
hospitals (i.e. two different databases in two super-peers). The right part of
the figure shows meta-EPRs elements retrieved from the Hospitals. User may
navigate through the document hierarchy or may visualize the results in a table
format using the visualize button reported in the bottom part of the figure.
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Finally, the prototype supports join evaluation among meta-EPRs contained
in different super-peer nodes. Note that the GUI blinds personal information
about patient meta-EPRs returned to the requesting peer by remote hospitals

(i.e. whose access is not authorized to the requesting peer).
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Fig. 12 presents the graphical user interface for inserting new patient record
into the meta-EPR repository. Note that such a module, stores the structure of
the XML document. At the beginning, the system loads the schema structure
of the meat-EPRs and then loads the meta-EPR instances validated with
respect to this structure. Update is done automatically, depending on the new

meta-EPRs.
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6 Application

The SIGMCC platform is the result of a research project [20]. In such a project
the oncology domain was chosen and the previously presented meta-EPR was
designed. Then, a set of valid EPR was extracted from the oncology depart-
ment of University Magna Graecia Medical Hospital, and data were wrapped
for populating meta-EPR instances. Four oncology departments of different
health centers in Calabria region were interested in installing the SIGMCC
platform, and local meta-EPR databases were defined with the common meta-
EPR schema. Different data structures are currently used in such different
structures (relational, plain text, and Microsoft Word formats). Simple queries
set has been defined on the data set, and applied to the clinical data contained
in the meta-EPR instances. Due to privacy procedures for personal data treat-
ments, we were able to use only the real data set furnished by the University
of Magna Graecia Hospital, that, as member of the project, was able to clean
the data of personal information. On this data set we performed tests to study
the medical doctor feedbacks in terms of clinical utility and in terms of perfor-
mance indicators (e.g. percentage of survivals by years, percentage of relapses,
etc.). The prototype and queries set have been presented to the medical com-
munity. Its application for use in different hospitals is part of a new project
regarding tests and applications that is currently under reviewing process of
the Regional Government.
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7 Conclusions

The paper presented a framework for sharing and aggregating information
provided by distributed health centers. The system introduces the concept of
meta-EPR as a simple common adopted EPR containing relevant information
extracted by different EPRs, while heterogeneity among different EPRs is
faced through specialized wrappers. The framework uses a P2P infrastructure
to support the communication and data transfer in a scalable way. Querying,
updating and security have been realized on XML data, language used to
describe and exchange meta-EPRs.
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